
Zoom Meetings on the Zoom for Government 
platform received Authorization to Operate with 
Conditions (ATO-C) for Department of Defense 
(DoD) Impact Level 4 (IL4) from our service 
sponsor: Department of the Air Force. This ATO-C 
permits, with conditions, the use of Zoom for 
Government Zoom Meetings at Impact Level 4 
throughout the Department of the Air Force. 
Currently, Zoom Phone and Zoom Rooms are 
authorized at the IL2 level.
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Zoom for Government: Designed for the Federal Mission

As part of the normal course of business, U.S. 
Federal Government employees need to 
collaborate online while safeguarding crucial 
information and mitigating risk. In order to 
address federal requirements, Zoom has a 
separate, U.S.-based platform designed to 
support the U.S. Federal Government’s FedRAMP 
Moderate security requirements, called Zoom for 
Government.

While designed to comply with the stringent 
requirements of the Federal Government, Zoom 
for Government delivers an intuitive and secure 
experience similar to what commercial Zoom 
users experience.

Zoom is an American company, founded and 
based in San Jose, California. 

The Zoom for Government platform uses 
U.S.-based AWS GovCloud infrastructure and 
U.S.-based co-located data centers. 

Zoom for Government achieved FedRAMP 
Moderate authorization in early 2019 and retains 
such authorization today.

Zoom is for your mission

It’s more than just meetings! The Zoom for 
Government platform extends beyond Zoom 
Meetings and Chat to Zoom Video Webinars, 
Zoom Rooms, and Zoom Phone.

Zoom for Government supports FIPS 140-2 
cryptography 300+ NIST controls, and has a HIPAA 
attestation.



Zoom for Government | September 2021 | p2

Spotlight: Zoom Phone: Enabling the Federal WFX (Work 
from Anywhere) Vision 

Zoom Phone is the cloud PBX solution built for the Zoom 
platform. It can replace your existing phone system and work 
seamlessly with video meetings and chat on the Zoom for 
Government platform. HD voice delivers high quality audio 
to all Zoom Phone endpoints.

Zoom Phone helps you deliver a consistent, quality 
experience to all your users. The solution enables IT teams to 
simplify day-to-day telephony operations and management 
and shift their focus to strategic tasks. We make support 
easy: your IT organization won’t have to worry about being 
familiar with PBX management, as the Zoom Administrator 
experience is designed to be user-friendly and intuitive.

Zoom Phone on the Zoom for Government platform is 
authorized at the DoD IL2 and FedRAMP Moderate levels.

Spotlight: Zoom Rooms: Empowering the Hybrid Office

Zoom Rooms is a software-based room system that leverages 
hardware appliances, kits, or customizable components to create 
an easy-to-use experience. 

● For end users, Zoom Rooms makes it easy to book rooms, 
start meetings, and share content. 

● For IT teams, Zoom Rooms is part of a single collaboration 
stack that’s simple to purchase, deploy, and manage, all 
while enhancing user adoption and IT success.

Zoom Rooms on the Zoom for Government platform is authorized at the 
DoD IL2 and FedRAMP Moderate levels.

Exclusively for government:

Zoom for Government is available 
exclusively for the U.S. Federal Government, 
U.S. state and local governments, and any 
approved contractors that support their 
mission.

Learn more about how Zoom for 
Government can help your agency: email us 
at FedRAMP@Zoom.us 

mailto:FedRAMP@Zoom.us

